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suppose you receive an 
important message…

Lassie The Dog
Urgent Help Required!
Stephanie (Me)

Stephanie!

Timmy has fallen down a well and I need your help!

Where do you keep your special ladder?

— Lassie (the dog)

4/20/15 10:20



Re: Urgent Help Required!

Stephanie (Me)Of course I’ll help, Lassie!

The special ladder is hidden behind the tree in my garden,
but don’t tell anyone!

— Stephanie

On 20 Apr, Lassie The Dog wrote:

> Stephanie!
>
> Timmy has fallen down a well and I need your help!
>
> Where do you keep your special ladder?
>
> — Lassie (the dog)

4/20/15 10:30
Lassie The Dog

Stephanie (Me)

DANGER!

is this message 
confidential?

is the Lassie the 
true sender?

did the message change in transit?



Re: Urgent Help Required!

Stephanie (Me)Of course I’ll help, Lassie!

The special ladder is hidden behind the tree in my garden,
but don’t tell anyone!

— Stephanie

On 20 Apr, Lassie The Dog wrote:

> Stephanie!
>
> Timmy has fallen down a well and I need your help!
>
> Where do you keep your special ladder?
>
> — Lassie (the dog)

4/20/15 10:30
Lassie The Dog

Stephanie (Me)

with PGP…

this message is 
confidential

we can confirm the 
identity of the sender

we know if the message has been tampered with



Re: Urgent Help Required!

Stephanie (Me)Of course I’ll help, Lassie!

The special ladder is hidden behind the tree in my garden,
but don’t tell anyone!

— Stephanie

On 20 Apr, Lassie The Dog wrote:

> Stephanie!
>
> Timmy has fallen down a well and I need your help!
>
> Where do you keep your special ladder?
>
> — Lassie (the dog)

4/20/15 10:30
Lassie The Dog

Stephanie (Me)

with PGP…

confidentiality

authenticity

integrity



confidentiality
(preventing information disclosure to 

an unauthorized third party)

encrypt messages



a problem with email

SECRETS

what you expect



a problem with email

SECRETS

what you get



encryption to the rescue

SECRETS VHFUHWV

encryption added here



VHFUHWV

?



SECRETS VHFUHWV

a simple example

ABCDEFGHIJKLMNOPQRSTUVWXYZ

DEFGHIJKLMNOPQRSTUVWXYZABC

(shift/Caesar cipher)

Both parties must know the key (+3 letters)



SECRETS
-----BEGIN PGP MESSAGE-----
=l6hy
-----END PGP MESSAGE-----

a less simple example

Without the right key,  
this is extremely difficult to decrypt.

PGP



problem solved…?

share a key, 
communicate!



unfortunately…

sharing secret 
information is hard





PGP uses public key 
cryptography

private key public key

not secret, 
easy to share!



PGP uses public key 
cryptography

If someone knows my public key, 
they can encrypt a message only I can read.

public

SECRETS VHFUHWV



PGP uses public key 
cryptography

If I know my private key, 
I can decrypt the message.

VHFUHWV SECRETS

private

(anyone with my private key can decrypt the message!)



how is this possible?!



public

SECRETS VHFUHWV

them

meVHFUHWV SECRETS

private



how does someone get my 
public key?

I give it to them

They download it 
from a key server

e.g. https://sks-keyservers.net/

(usually done through the PGP program)


=WfbU
-----END PGP PUBLIC KEY BLOCK-----

Public Key Server -- Get "0xe1ca1868408b52d5 "

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: SKS 1.1.5
Comment: Hostname: zimmermann.mayfirst.org
(it is not practical to tell someone your public key) 



DANGER!
Anyone can upload a key to a key server, 
claiming to be anyone!

Which key belongs to the person I want?



(important for preventing impersonation)
trusting keys



fingerprints are  
key identifiers 
=WfbU
-----END PGP PUBLIC KEY BLOCK-----

Public Key Server -- Get "0xe1ca1868408b52d5 "

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: SKS 1.1.5
Comment: Hostname: zimmermann.mayfirst.org
0F1D 8FA1 
929F F077 
7458 1191 
E1CA 1868 
408B 52D5

finding two keys with the same fingerprint 
is extremely difficult



two reasons to 
trust a key

1: A public declaration of ownership



two reasons to 
trust a key

2: Confirmation from a trusted third party

PGP enables building a web of trust

?me
friend

arrows denote trust

(for more, see “keysigning”)



example: finding the right key



example: finding the right key



authenticity
( confirming the identity of 

the purported sender )

&
integrity

( ensuring the message was 
not altered in transit )

sign messages



signing a message

A message 
encrypted with my 

private key was 
encrypted by me. Vwhskdqlh

Khb,

L rzh brx 
@83

private key

My private key is 
unique to me

Stephanie

Hey,

I owe you
$50



signing a message

Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

Hey,

I owe you
$50

To prove a 
message was 

encrypted with my 
private key…

Decrypt it with my 
public key!

Stephanie

Hey,

I owe you
$50

(public key cryptography is cool like that)



checking integrity

Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

Hey,

I owe you
$50

Stephanie

I owe you
$50

Hey,

Stephanie

I owe you
$50

Hey,



checking integrity

Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

Hey,

I owe you
$50

Stephanie

I owe you
$100

Hey,

Stephanie

I owe you
$100

Hey,

without my 
private key, 

this cannot be 
meaningfully 

modified



checking integrity

Vwhskdqlh

Khb,

L rzh brx 
@99

Stephanie

I owe you
$100

Hey,

Stephanie

I owe you
$100

Hey,

trying to 
change the 
ciphertext 
results in 
garbage

dslfkjsdlfjw3
498rslfkslfjl
wjd0xl432l4jl
sfkjsdlrj394u
rsdkjfdslfjsd
fljfldsfj2309
4uwelfkjsdlfd
slkj23dslkwdr
lu2309esdkj23
8dflk234l3k2j
ods9fudslj23n



signing with encryption

Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

I owe you
$50

sign with MY private key

Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

I owe you
$50

Hey,

encrypt with 
THEIR  

public key
Vwhskdqlh

Khb,

L rzh brx 
@83

Stephanie

I owe you
$50

eeUTrSboR2Pd
vEbswzxNscsD
BesXv0I3r3EV
ZRqLrFp85ZYk
jvYXtNHlPdRk
gwOguK4wjdc8
VoNevCwAnejZ
yECqIUfW9nkr
hAFZN5uhAqJw
kkbRVrfnmJGZ
SqZqqkzboebx
qw8v1UF7drmv
gM5QdQVAXEHr
t5CRPLjxDVZh
5o3eP5pCDh9J
U43pEK84LV09
gljwMk7M6KAt



private

overview of key usage
public

encryption

authentication

decrypt a message 
encrypted with the 

corresponding 
public key

encrypt a message 
that can be decrypted 
by the corresponding 

private key

assert ownership/
authorship of a 

message

verify ownership of a 
message signed  

by the corresponding 
private key(+ free integrity check)



private

overview of key usage
public

encryption

authentication

I use my private key I use their public key

I use my private key I use their public key
(+ free integrity check)



confidentiality

encryption signatures

PGP gives us

by using

authenticity 
integrity

&

&



getting & using PGP
( now we understand its awesomeness )



+Mozilla 
Thunderbird

GPGTools

Apple Mail
+ + many options :)

(https://en.wikipedia.org/wiki/Comparison_of_email_clients#General_features)



Step 0: Get GNU Privacy Guard

+Mozilla 
Thunderbird

https://www.gnupg.org/download/

( also known as GPG )

This step is 
platform-specific…

https://www.gnupg.org/download/


Step 1: 
Download 
Enigmail

https://www.enigmail.net/download/

+Mozilla 
Thunderbird

https://www.enigmail.net/download/


Step 1.5: Add Enigmail to Thunderbird

+Mozilla 
Thunderbird



Step 2: Create a key pair using Enigmail

private key public key

+Mozilla 
Thunderbird



Step 2: Create a key pair using Enigmail

1 year is a good 
 expiration time

no comment 
 required

a nonsense sentence 
is a good passphrase 

+Mozilla 
Thunderbird



Step 3: Import someone else’s public key.
(warning: make sure it’s the right key!)

+Mozilla 
Thunderbird



Step 4:  
Send an  
encrypted  
email.

encrypted emails 
are always 

signed

+Mozilla 
Thunderbird



Bonus:  
Send an  
unencrypted, 
signed email.

+Mozilla 
Thunderbird



Step 5:  Decrypt an email.

I’m using GPGTools

+Mozilla 
Thunderbird



do you PGP?

@corcra 
Stephanie Hyland 

4/27/15, CryptoHarlem

Yes!

in summary…


