do you PGP?

(pretty good privacy)

@corcra
Stephanie Hyland
4/27/15, CryptoHarlem



suppose you receive an
Important message...

Lassie The Dog € Reply =) Forward [ Archive @) Junk () Delete

Urgent Help Required! 4/20/15 10:20

Stephanie (Me) Other Actions
Stephanie!

Timmy has fallen down a well and | need your help!
Where do you keep your special ladder?

— Lassie (the dog)



DANGER!

From Stephanie (Me) € Reply =) Forward 5 Archive @ Junk (@ Delete
Subject Re: Urgent Help Required! 4/20/15 10:30
10 Lassie The Dog Other Actions

Of course I'll help, Lassie!

The special ladder is hidden behind the S {38 | Y= message
confidential?

— Stephanie

On 20 Apr,wrote:
> Stephanie! iS the LaSSie the

>

> Timmy has fallen down a well and | need true sen der?

>

> Where do you keep youlf special ladder?

>
> — Lassie (the dog

did the message change in transit?




with PGP...

“rom Stephanie (Me) € Reply =) Forward 3 Archive @ Junk (@ Delete
Subject Re: Urgent Help Required! 4/20/15 10:30
10 Lassie The Dog Other Actions

Of course I'll help, Lassie!

The special ladder is hidden behind the £ | 3| 1= message IS
but don’t tell anyone! : .

| confidential
— Stephanie

20 Apr, Lassie The Dog
A we can confirm the

. identity of the sender
ﬁ/‘ eep your s (
L., I

we know If the message has been tampered with




with PGP...

“rom Stephanie (Me) € Reply =) Forward 3 Archive @ Junk (@ Delete
Subject Re: Urgent Help Required! 4/20/15 10:30
10 Lassie The Dog Other Actions

Of course I'll help, Lassie!

The special ladder is hidden behind the

but don’t tell anyone! Confldentlallty

— Stephanie

20 Apr, Lassie The Dog

authenticity

integrity




confidentiality

(preventing information disclosure to
an unauthorized third party)



a problem with email

A

what you expect



a problem with email

SECRETS s

what you get



encryption to the rescue

SECRETS —» @ — VHFUHWV

encryption added here <



VHFUHWV s




a simple example

SECRETS =——p @ —p VHFUHWV

ABCDEFGHIJKLMNOPQRSTUVWXY Z

}

DEFGHIJKLMNOPOQRSTUVWXYZABC

Both parties must know the (+3 letters)



a less simple example

SECRETS

) —

hQIMA8zmAMTbigv/AQ//fZff4m+QocNXVnk+6ryvzran/ocuugo+zvvjfuzlle/B
1fHzI8tDKE/XXEdt3rKUywtwngGKvNp8£f170dJphZDlrqLYQwiWyp6hAbBOZ0o04V/
qnlcOUv47uXSM3SxORHj /JLCOASrTzMmd7MIBwWwMUWZNrrUPuJy3DPtdiBaFaut0O8
/D5RVJZpa8liUPJOoOUAPB3LCVKk1E+S8Xx3aPVgPlwHcskPWC3xGDd1lglrKT2PAcS
3vhps50keeUTrSboR2PdvEbswzxNscsDBesXvOI3r3EVZRqQLrFp85ZYkSEVtqryH
jvYXtNH1PdRkPAqnQ/gwOguK4wjdc8B5/JJK/VoNevCwAnejZyECqQIUfWInkrw60
hAFZN5uhAqJwkkbRVr fnmJIGZSqZqgkzboebxqw8v1UF7drmvgM50dQVAXEHrVOHO
t5CRPLJjxDVZh503eP5pCDh9JG/U43pEK84LV09gBbW/gljwMk7M6KAtzHMRBf fOE
/WTwRgeIAkXLJjvb90wOsDAY3q5CpLKw4 /+gZK16rAdmSSJOJOHZjh9A9ksrjmog
3VI+kOVMcBZgBW/yL2iXv4Ed2v/y1GRLepfnAuE83n+H4yrj+R2nPPWwzsAvclde
8wppzcYJCSDjyOgZEIYRUTLtqibp80eaS1lu82XwjaUOCyQ7us8/A2rTTO0afsgGLS
TgHMJOnNn7 tIkrptOPMTVUPgIs1lvxkDDAWDOAIZG+W+dZFfuNibo3oOWurFiJdJapV
IMIY/CXRr7kLOt/xXdjpeRsj5nR1FZinOxCMNzVv+A==

=1l6hy

Without the right

this is extremely difficult to decrypt



)WJIU\ fHAOX2EM2XuTAvUOS L
YJELH9AUOOLY9U L E'ﬁf,({?\'(,".’}{ cf
2dd3vb9SAod2x1TUsai02aqrdy

1cOUv47uXSM3SxORHY /JL
SRVIJZpa8liUPJoOUAPB3L(
rhps50keeUTrSboR2PdAVEDs
I'YXtENH1PARKPAQnQ/gwO
AFZNSuhAqJwkkbRVrin
tCRPLIxDVZh503eP5pC

'wRgeIAKXLJ

c99tocdSVAx rJ94D

vbh9( )edv FLIXNAIopAw!

share a .
communicate!

problem solved...?



\
unfortunately... :

o

sharing
Information is hard






PGP uses public key
cryptography

Suy W Prow

private key ) key

not secret,
easy to share!




PGP uses public key
cryptography

If someone knows my key,
they can encrypt a message only | can read.

— I\ = LD
SECRETS | == =y | VHFUHWV

s




PGP uses public key
cryptography

If | know my private key,
| can decrypt the message.

SECRETS

private

(anyone with my private key can decrypt the message!)




how Is this possible?!




e .

private



how does someone get my
public key?

| give it to them H l

They download it
from a key server

e.g. https://sks-keyservers.net/

(usually done through the PGP program)



itis not p

Public Key Server -- Get "0Oxelcal868408b52d5 "

Version: SKS 1.1.5
Comment: Hostname: zimmermann.mayfirst.org

mQINBFS1hQYBEADIQ3UWmxu9Jr4DuFXMUIfNEc/gPVMI£fXS59CIdQ0k/0h06yIpS20xkSVEv
PHOx440WxfY4Big/gX4H7pWs/64PJtumjL3UlwJI3IiBujGb3YyiC3WjNaPMt9FcrtRQdcAg]
4wsER5F2NaZG8LXuBONDuPoNigw//Lsin/ik6EQ7h7LqYV4udfuZz0fagqegOjnPWv+Q/dX7XG
/1RN1wv6TUiJ6s6YDGNhCU4rVJ/tjEM/p7PNOK6RXIAKHAivmp/xR3NJT0gfsf7I6ZbKLtco
U9JzR7AFNs5JK0W1YocQzRFPgemVmM2tQ0x+C3xEcbf55Z2dRL3abg8eMsyBSzK2WsEgDBc02
/Y5p04yVGH+KIVKFz17LPP42Ibdu6/CnAbMgIQ2v1JyrxzKRs40lCVaoXUIwIxISQutl5qgYk
1LNEP+wd+e86 /uN7PzDKEiW3+0jchl+0YEZCRRIAhG8kSDJIB/sUZMnaPB9SPsoIpPAHOBuva
yBMxXMHE78CM2vrLX7nnMzhGw/ZeY8z//PvDwBnHNCbQLbhR6h4 /TkKNz5amN9AbgehiNMZZA
bAZ0TKSnqu+61i1lmGCRSgru/z1Wf0YZBhR40nUzV+3t0xext£6GLHNuS50hfBBOpPPnOVER5It
TtAXYId58NIL3WKmD6340D7A/F19iX+7j/7MzcpkdD3Gh+DqopQARAQABtC1TdGVwaGFuaWug
SH1sYW5kIDxzdGVwaC50eWxhbmRAZ21haWwuY29tPokBHAQQAQgABgUCVMGS jOAKCRALh3Cq
BwRiMWLbB/9H3gebWtQ6SYfubl0ngiWJTTipwEfNDWHat73UoJQovPhOM182TE910RpUl+uzJ
6PJxZ9ufD1m3tIpS/1JHBe3ukgRjoNBzpT4Q0AHRUJUS54ERVWXPOgZabRoBeobsDY8v4GgNAV
x16gVG654yVDwv 7 TwFFwUhyNmn9dKGKfQ+Y90XIC23YDsK1lrwlCd2n41+MERvVHi 1bpeTX4Tb
e3UK24YnREXLX5RPORpDNCEfirHOysR3EaTvVZFKw9g01lWT2sQYehsG/sdXeNIQ86N1GolJazl
20y0zxnlgKogG9wHo/t7rch9RAuUw8t1TcCyz5Lnu+RW+07wbkM2y8qiXVb3CemK4iQEiBBIB
CgAMBQJUO0Z1YBYMHhh+AAAOJEDXXJr2uCfMoGW8H/iNngTifQ0ekdeCloP3EvVubYGOnOLLD
bggDjiI597t0iYgNS4I2AZuTYMZnxQEgKuayaPgowFeQYj6BSt0RsSVBEVWG6hMPQYVBS1yM3
elExwhoF7bzhMWAy22hkgSgaMPwurNhxu9QEOPfhCgGMmLpt 8ROQVLOCx1nmdKaNP1JtMMCE
bhYu8jvBDZgbVvRx8pPtzsSXyFGAd5goInGrnwZKg3awBmco301n/xhsbhixylWOZKgTJ5¢cD
s0HcgtM1MuproyZINMdPOepu3t1lg2hGSCspdgTdoUkTkcuxxce5XcosgUTnmNMRIKD/FUD6GE
3jPDzQVVW+nIF3EwL0O7B1BaJAhwEEAECAAYFAlSpmp4ACgkQIPGmE fBK5w8hXRAAjzaNEm8u
Cmg9gO0NAXXigVsIAKek5/6RnI8IpCIk2DICX63j411IKczy1MASXTaKC4GFw5Eq0Xag6umvyg
TM5nXwmN9JG7NXRICjCzhoDE+e3VFu22dfy9WR8hSwOKeQw8kVjG1lXgz23hrwINhBcflhhsT

ractical to tell someone

LAa4TLoV/AdlUUVOPUWA/ L JudGd T CNUALIWLILIALINMIL L 30 0OWUW 0L RwUUALIL OYoTaad 1 g/ Ovuinny

ggpzFcz6ZLrivVJd7vVSsumjZItiBQ532BOORSqRaL6GskAm+9Qo3P+/gR0dryK465fug6zh9p
kd1jUgq90UFcXZt0J8tkNPaSL3zrRyRkNyK53Dm/WHW1AWLAWkyfnz0YTRIQS59tsMo3KPESm
ZP9bQtS6sbleLb7PKXpCfIV4ds64wiBkvxjlWBPwFkvwD11lar5D1dLjAJ8YydI5TdzNBKEg4
VFT9aDwikFCNDK880dQ0O33rXRi9krW0rsOUrT35S+b0RAEAInYGB71Q0dGs62zqJAZSalOKhhx
rG0jdOnhrvyUSiGer/0SL1t6GFYG3BTyMe9s20pLIFmS3UdOGFOxJ8%J6cLOQnKKrnDWGnNmX
LdwVdirRw/HOHloceUsAgVCDxXxMfh0OWCz1lvV/KESssi4haldFhsb23e3+NXJc2fhRin7Ua71
/b6QNNI/WglS7£0t1DxgUuBgpXkm2g2sq4Eu6djtFvVaMsRhUvsUHBKEXYh850Maa50K1Fy3N
+9M1zyRKWDJ9YTQC25wJIZia7+kuwVduwcr0zd9x0dQdAhE /uxrmysSJIx1U5g6+88HZg3YHRS
vixVnhoBKDbrxfounsWBv1Qo97YXWPtjtAB7LPOEWb6dhyQT105eEbhKPTIOIbhugn9oC3ax
PPcxIR70ffWOXL5ZkCFBZCiFUlnVWjmJAhwEEWEKAAYFA1TH454ACgkQw02geMbWjxM7HRAA
j5HZWK/R/pUw003VOtx7f+ICI+1£3TcUSulpggzLR5FNNOHiuD0dF1cmhBeGXKCsOSF jhOMy
500LuExgQdiou2hwJ07495VmLXfFSwBrZjCLpj63YIWNmvBY£2zmjGgE7QQjUW/3kGE99kML
uePi9xAdIDs9VNbPK6sx8ayH8FgjIG3edno9P64mCynrsd64tUAvVeEKN1OMn7ryMS+a/xXWTR
Wcky5AR6vOo+kfwRAsxXVKALV5BY4HGt joCIPxPsiInCPMzwAUJSzj£3MO5¢cZFzgqnlM3cH1J1E
uidy+022iFLVrwuxAH5Rw870dedrtwb6quNJdpjjaTF/eTdRC4aUH3A1ijwzekOwFSTiHmesLP
727%0SzL1CWkyPKEx500xXX1JZddaI9sRAJgj412sS0gnSclSIJPVCaZowDg8s21lzifaR3w/5f1
CldxslJChrzR/GNxfyOSFrL2x4wCmXZCLGx0o0s90jCc720a/zbNJkdVcuvTwsméXAEofMcra
gTTPdRYNeD4rPAwWNJIzHjp+jNggnwdvGP1NXhLCOo4EXMfC7hHV+Qt0E6zxad/NsbR1pzziLo4
PovWXt53cUTC+vgtkt5gDAPF1W8+7GsoDaTKDWVGY7nDofj6rp3zaBLPGd49/Wudgdd404RB
1CH6SprtTp8PxDGa5MR4RalunXaNKQLy60qJAj 0EEWEKACCFALS1hQYCGWMFCQHhM4AFCwk I
BWMFFQOJCASFFgIDAQACHgECF4AACgkQ4coYaECLUtXUqg//£fL30D12rGVLrNrwbBb8ZC/Ds
/DcGOCwdQ5NQ++F+31ulAG8Vc2GBd2stcL37SR6q/xyywW+IWrbz3BwoeBn9oSXNRYNMIVSw
wIWGjp5ZVzVIuH/RGgbbMguPwlEys4Woz0fMxQCe9Q02HYsXxjCInC+z8gUP8eoWluuhskLsS
qY/S4IF7CALTc5D1£GZ5KF3+uhQbKferCnjFW5Q9RU89hVZRWTwWS JEWSWXkhVAUT1DzagC2I
sgdNWdJsPGiFPP+Pr59/A0jgBs6+ChtY5+YMdmx03wjcry8Buz7xnDSnwy/A7BAdSGOAfKwy
04 /NLoybRT9skyZhUU/wDsHQDGQGOUvyOUyXLH1sOW4b2kEimHAT/JbYRYbNkpCv5t1jo0gp
BSB/6eaGh37uv2gGGi0OcEmCU+u7gAiOk7snVbZ9r1918wuhFMj7h970Re71Pr6hGMAEiIRJLC
ktei3WIOo5ha5p/QiBxIm9wIufR4BnFPu7DfGv1kjrgqAtHV1vhIG482X0Qpl+£fzkLzYJTv/VB
qlRaENx3/gftY¥rhQWglHnjIJgxJs74nEN1igKOrJIKa9DZiguNWBT9J384+ym7Xz8yx4TXnh

/£23jVMYQrLd5IGCg/M3£xVjudccO0KVXURKP5BUlwlQhpgUs9qy7RFxtvAOPNn8CIGepvwgPF+
VW1lLrhaIIceJAKQEEQEKAC4FA1S25n8nGmdpdDovL2dpdGhlYi5jb20vaWwsmaWwspdHkwL3B1
YmtleXMuZ210AA0JEBMY76xfu9vOJYOP/31kelPnZAou9xVjG5DUIpIzpnNkfvR49IPXX7T2K
UnsiGlmlMxyUFCmvwgc6+g592ztHIm4HTUg4F0OHsqg/uzpZR9IRbr jhddMehUWKn3Rn68e0kN
CFMryDHvVWj+SkUSgDN5WkxpgDk0t1MfD49JELrdLGcearOrbnX0cWN64MOIg3AiX7tj/Xthb
BiVdw24D1FLPZbcPCvKUxdAlybPXjsSGAcVNi9IWxHhQE8pFdMEg7i0OP£72898gTdGLw58La8D
G1l14JytmvuyfJQWH/1i90GaggPIApmcUIAIN3zh+AHhDaUQRenUzme7d5dA4gXPaK1lUadXx03
0TxW6yPed5E3Ebis+bBRAMxZ74NaMa8tWX/ACY6ZrqgCBywlyRERInNNNy4aS6D/MLB1RbLLt
91CoUxz/yKoekzlsX6sOEKVTps4qrgggxMDX0TzMsEg1l29j/m2ijv4Ap0EB8qdX5A+KMOMiFp
EOAL9hVwWOBZtXv31SJyGvLI5qgYuf8wF£fjO50VhTSQoTfuaWtVKiBsNLYM9xYKenZ0vpgqJtNC
9x77/qunglo6WggbfnUGFVtBWkGcDMGbb5bv3INS8KAV1jCVrjaSeNnoKdfduWweVYzC2QHwH
AiRji47Zgl7Z412XuR8Kwl2pGOvdHTMEli4tjIf7aRv1IWvalYksmlvoARO6Q/76qU/k9uQIN
BFS1hQYBEADWMjT7AV7xg951mxK4n6dA470MUvp34HRYIMXBLEO+BIEOjOkGOBck5UE4Lfu+
K5HUZacW4tyei9YUFstSOPqtDhjiuShnlM2JI3+YnRU+/W6bIWh91WlaTHRGgLLGXx2+d+V1bF
/fES66bT1GZREHexYUbDybIEEbg7S0hmYVMIO0gwdwywIscyQf jgcb0VUTg9vssOGRcOAXg07
47Zs6LsHrNLbeP104dzDgz8WnP/H4U1900aJY3s96WCx7JeIwoolQ9vK28SHjWkfqIrPIa/2M
JwIXwGMtpDOvz44yKIWmJ/Z1dNAJZz8 TUGFXBmGyr4vVexXcHm8IJsjI5nZGecxleekml TrrXF
9HPS02zKK20tZnmxyHkWhKKI4jgWdYg6EJc/dcgmA2+jhXzi041d+toWdv/G6pEjINM3KwedQ
TSKseMGOvLUXxIJmnvXCcqz6GlBI8Fr6bVzTx3ThdwudAuy07fRAL1tLicylhXFzkDRYao2d4
k6PvTBoZQW7JHOhnmm/YuDDxSpFJ0g1lU/h31U/toXTmaOWRGDE132Ycmwu7p+aW6xpx/geCw
cd2DH/dVC3GymNzUKb9FBrru26Nicj6NSkiaMPBrYWJIDVzprU/PS4nFbPc7kTW5EoCLLgaTR
tFah7FRU+290268CGyEpzbrs1ad4pnV1WK1GTUPjfHVUMEWARAQABiQI1BBgBCgAPBQJUPYUG
AhsMBQkB4TOAAAOJEOHKGGhAi1LVrQgQAIes3bgkdbarWlShfBgLTISAPcfRQhpHt/7zH+LN
0ebFGPNunbtsRcmubiJO2HIg8ht/pgUWittYaWMncf6dn3dbQ2sEJicYnkoivuCdTfuUYBb6
Jmoy jHPZFE06POf75UTDskQ0IXWUQAVXJOTiEZaWlK1G/QUKriNDEC3Y2H3AErkKIGjZ01l1sY
RSrG+QJ701Q0ZYCcHj9KM49XPxjtD3FfiyYMD5qj3xSTnBMj6 fPWvz8CKuWGra7e4z72HxjjL
52M1m7nzHKDJaJS9INzk09W+vGa79UTkmkiCZWBtlozT+A5aPvwN3£XUm64SuAt2tssGIcA3s

your public key

svplQoFn3Yg7PNHAYinKisfxo/6Df0i4AXtn+ioGSXmI66wm5vUO9gH+0oMDSUp764741nXh
atzGNRsr90sE7+0SOSR5nCqI1B1PdBQ6zMbPAOJU7TMQTR6Nn4XAXx1QLs/YnGbIJDdNa4oDUTS
5gx00356WJIJKmg59RVCAEhg+3gqCJog63Y97a4AdVS+RP2s5RCn0IHG60y88AauVXfiUCLITVR
c/0OrbjnaepiLRLeSESgEeENKoO/J1EXmLTB5fJAcYX/PQCdDO/itZFR1IFnOSu3wB6BhgERTM3
VYgP2LXEOPGHKECYaYLPT+5R3+Ha+1jnOg0WmYGHNJQa7cblCK4t/RSasHa/80P7uMoAsri?2
XN04egOoorOWRMOVBNnr89HXAbAQWKp1lgPYtX96Y6h1Uh3m68Pm2vn3vp4Mmuyqg5x4jIGpI4
05C3LOPPbWz/ddG5pTGCIUP5I0OB3K6Rj+6IQ4DT2HE5L.0sXngnWKRCABa0Bdc2FSYf1YgTWS
awWw90opsoN50UHEO2bpe7JzZ+Q/cwh30Xp7VLQi5s4WN1QARAQABiIQREBBgBCgAPBQJUpPY j4
AhsCBQkB4TOAAikJEOHKGGhAi 1LVwV0gBBkBCgAGBQJIUPY j4AAOJENr10YGyDI3yjd4P/1vVC
6R7VQrECcGALm7ecPzm418nH10ZgpiLGg9DtNPIJFGSLgHbNLr59nR1jZg3ygql/mBgEOhulux
w8BN6yQ8uxMpaDW+fv418HDtippJ2HARe3sGLxXigGDKI9wwX3ABZZRSdupp3QJimUo4 INMbVH
vvJ4Rx/VaYwrlsdga9n5ckLXcTQP7iFfP4JP13bepMoI00JfajO0U4RHS9WZgSG+k8NI8TyYp
07zPVMb7WALEMXJ0xY/XUoaqUXB890oUmAoB+ha7uaVSH3N3JIMTccjIhwZAUUOIWOIMLID7pR
Okyaol3Q0iL4GE4XICbIpFWuDH1FSmMACVUXHYMEJgZVcuQJuW9Se5cuv6pqgvqUMR2m5KgR
n0sb4E50HtexhiBhJ6mTxxB5suB2EHU+£2zVn/IY1rUlj90LmEpDr5vQz0Mdp7aBhMoVVPQOML
WzGWOmHbBhvwex j9gTPZgKtMPHBJIJwe lH3ZJApFWgif1dm920iv8RIsJftX9uuY7kwhHX/VrD
Yi8bI52unUKaGbZWA+91laxaPulLN89ix+dzVMVgs95I5DF4M61KITcsfNh/VKpjdvNGYwvveU
zLAU/ZH51/9gepw6iYhJYjvF70cAQpLCzCWGptH1ISrviQ9v2ven7XxBsRibgrRKnG2ZwzpR0O
Xb6gloVzDKAEV2LRgZC21P8fhDEr09pJghgP/RL2hAyo60QGVFcs6VP86T70NngzufJEI£P+
mMRMjrOZ2ydZv4kM3kSI8NPeylRgeT4bo5ECA7xi7I1ZKakIUSCMZBcBKziEz j6M2ubOdm+BEz
5r91v800U360rSqiu02BDCImVYKny+a6E5XpmsBnUK2AhypLDwKsSaeJh3F81pNMD1i6HPoOH
4bmFoA/votZHnHe2GKhOJHEgmMbVONMRIB1k441SbPad2bj0sIwHjxj4BV0OcchBDwISTsnUXK
hHNmV7DggrWrka/6Ss7walwI+HvVOBE1SmX6TyGIp80Ms4vgZGFZk4pn3N0Yy4zhUUWal7j+t
44fx9nmAkO0bWSZyUuygSd+tktQ06BUThmIJP6YnJ0y/CyrYEY24Jh/NdVo6MNvZgNLeggc4CQ
04Pc5+nKZPCXi1CH+TDwt fCdgadGvAmo0xJuBd91sF3eUydKIadGAT61YEoz4UNbOEOMCRAM
wygKpN9dcGwLsGX2mtNzW3XMiXBjFMkng2BMAwg1GRv39uNHKikanvSTKzPP70STq1NFFuHP
oaaghnQHmMC+pzQX1VE6NEZfcjGae+h2RvK7JizP2w6Ueln9ghabgM2ygAmLFEsSo0I5vIsh5U
c5M8LM3YgqEKwMh1Pxh20GfgM5rPKg69I0pwgeqDolGLw6iRVgZgCyAXRXbjjOk69nSOv2sN
=WfbU



DANGER!

Anyone can upload a key to a key server,

claiming to be anyone!

Found Keys - Select to Import

N I I O I O

Account / User ID
Glenn Greenwald <Glenn.Greenwald @riseup.net>

» Glenn Greenwald <Glenn.Greenwald @riseup.net>
Glenn Greenwald <Glenn.Greenwald @riseup.net>

» Glenn Greenwald <glenn.greenwald @riseup.net>
Glenn Greenwald <glenn.greenwald@riseup.net>

» Glenn Greenwald <glenn.greenwald@riseup.net>
Glenn Greenwald <glenn.greenwald @theintercept.com>
Glenn Greenwald <glenn@silent1.net>

Created
2013-10-27
2015-01-06
2013-11-06
2014-01-19
2013-11-01
2013-10-19
2014-05-22
2013-07-23

Key ID
ODES3F50
69CD6E44
198D40E5
F48D6144
58E6ES73
EB3B0427
54A5D9A0
CCB04FF1

Which key belongs to the person | want?

J



trusting keys

(iImportant for preventing impersonation)



Public Key Server -- Get "Oxelcal868408b52d5 "

Version: SKS 1.1.5
Comment: Hostname: zimmermann.mayfirst.org

mQINBFS1hQYBEADIQ3UWmxu9Jr4DuFXMUI£fNEC/qPVMIEXS59CIdQ0k/0h06yIpS20xkSVEV
PHOx440WxfY4Big/gX4H7pWs/64PJtumjL3UlwI3IiBujGb3YyiC3WjNaPMtIFcrtRQdcAg]
4wsER5F2NaZzG8LXuBONDuPoNigw//Lsin/ik6EQ7h7LqYV4uIfuz0fagegOjnPWv+Q/dX7XG
/1RN1wv6TUiJ6s6YDGNhCU4rVJI/tJEM/p7PNOK6RXIAKHALvmp/XR3NJTOgEsf7I16ZbKLtco
U9JzR7AFNs5JK0W1YocQzRFPgemVmM2tQ0x+C3xEcbf552dRL3abg8eMsyBSzK2WsEgQDBc02
/¥5p04yVGH+KIVKFz17LPP42TIbdu6/CnAbMqIQ2v1JyrxzKRs401CVaoXUIwIxISQutl5q¥k
1LNEP+wd+e86 /uN7PzDKEiW3+0jchl+oYEZCRRIdhG8kSDJIB/sUZMnaPBISPsoIpPAHOBuva
yBMXMHE78CM2vrLX7nnMzhGw/ZeY8z//PvDWBnHNCbQLbhR6h4 /IkKNz5amN9AbgehiNMZZA
bAZ0TKSnqu+6ilmGCRSgru/z1Wf0YZBhR4QnUzV+3t0xextf6GLHNuSOhfBBOpPPNOVERS It
TtAXYId58NIL3WKmD6340D7A/F19iX+3/7MzcpkdD3Gh+DqopQARAQABLC1TdGVwaGFuaWlg
SH1sYWS5kIDxzdGVwaC50eWxhbmRAZ21haWwuY29tPokBHAQQAQGABgUCVMGS JOAKCRALh3Cq
BwRiMWLbB/9H3gebWtQ6SYfubl0ngiWJTTipwfNDWHat73UoJQOVPhQM182TEI 10RpUL+uzd
6PJxZ9ufD1m3tIpS/1JHBe3ukgRjoNBzpT4QAHRUJU54ERVWXPOgZabRoBeobsDY8v4GGNAYV
X16gVG654yVDwv 7 TWFFwUhyNmn9dKGK£Q+Y90XIC23YDsK1rwlCd2n4d 1+MERVHL 1bpeTX4Th
e3UK24YnREXLX5RPQRpDNCfirH0ysR3EaTvZFKw9g01WT2sQYehsG/sdXeNIQ86N1GolJazl
20y0ZxnlgKogG9wHo/t7rch9RAUW8t1TcCyz5Lnu+RW+07wbkM2y8qiXVb3CemK4iQEiBBIB
CgAMBQJU0Z1YBYMHhh+AAAOJEDXXJr2uCfMoGW8H/iNngTifQ0ekdeCloP3EVVubYGONOLLD
bggDjiI597t0iYgNS4I2AZUTYMZnXQEgKuayaPgowFeQY j6BStORSVBEVWG6hMPQYVBS1yM3
elExwhoF7bzhMWAy22hkgSqaMPwurNhxu9QEOPfhCgGMmMLpt BROQVLOCX 1nmdKaNP1JtMMCE
bhYu8jvBDZgbVvRx8pPtzsSXyFGAd5goInGrnwZKg3awBmco301n/xhsbhixy1WOZKqTJI5¢D
s0HcgtM1MuproyZINMdPOepu3t1g2hGSCspdgTdoUkTkcuxxce5XcosgUTnmNMRIKD/FUD6E
3jPDzQVVW+nIF3EwLo7B1BaJAhwEEAECAAYFALSpmpdACgkQIPGME fBKSw8hXRAA zaNEm8u
Cmg9g0NAXXiqVsIAKek5/6RnI8IpCIk2DICX63j411IKczy IMA5xTaKC4GFw5Eq0Xag6umvg
TM5nxwmN9JG7NXRICjCzhoDE+e3VFu22dfy 9WR8hSwOKeQw8kViG1Xgz23hrwINhBcE1hhsT
h0cJ1CDIkQZM/I4/302BexnL50k36bUfH8gUR1aBAVESNI3thHMy5eZMGtAw2513Jd01ph63
/K80YRIbOOWNpPZLSrTUz17N+2z4Fr0IJsIvESakbDO/PQW/Tqifz+00+8uNIShrf5tHOVTNcC
CHX5Rh60CGK5HEU6/MjToiaTA2US+gtLS9H87hgAAfams 19 IgTvIO+Ece3vCELEE3VqIPQQY
M+6AaZwz73j6PK7c2HbAN8kqOHs zVPTk10Gsr7Wr3kha9MMtgv3bSZbNINYICAIPZzuB5VPam
5mVpwj YbOWbpMVIV5£iZhVgDYpIzugRpiSnAeXSehFY0AV8uJRVpla/60wdt0XHCrHbWLPpQy
GQVB+6mnWLNdes4LbfEacxP4zL5AXLWKEOeTd6Kq2pibalHCWFOL00WXKSMOCY j 7KPYCIVND
JzVXkQKneiFiHP0/hXhap2Vhy 7NTxPK+yqPIBItgnQpFugSAcWOaPNvTz3mYSvDOOC20Trt 2z
PZ4£5V/xioUVSpcwz/PjLlaY+eKJAhwEEAEKAAYFA1SwOWSACgkQGOXMF3g3eilr7g/8CuAy
ggpzFcz6ZLrivJ7vVSsumjZItiBQ532BOORSqRaL6GskAm+9003P+/gROdryK465fug6zh9p
kd1jUq9oUFcXZt0J8tkNPaSL3zrRyRkNyKS 3Dm/WHW1AWLAWky £nz0YTRIQSS59tsMo3KPESM
ZP9bQtS6sbleLb7PKXpCfIV4ds64wiBkvxj1lWBPwFkvwD11lar5D1dLjAJ8YydI5TdzNBKfg4
VFT9aDwikFCNDK880dQ0O33rXRi9kriW0rsOUrT35S+b0RAEAINYGB710dGs62qJAZSalOKhhx
rG0jdOonhrVyUSiGer/0SL1t6GFYG3BTyMe9s20pLIFmS3UdOGFOXJ8%J6cLOQNKKrnDWGNmMX
LdwVdirRw/HOHloceUsAgVCDxXMfh00WCz1vV/KESssid4haldFhsb23e3+NXJc2fhRin7Ua71
/b6QNNI/WglS7£0t1DxgUuBgpXkm2q2sq4Eu6djtFVaMsRhUvsUHBKEXYh850Maa50K1Fy3N
+9M1zyRKWDJI9YTQC25wIZia7+kuwVduwcr02zd9x0dQdAhE /uxrmysSJIx1U5g6+88HZg3YHRsS
vixVnhoBKDbrxfounsWBv1Qo97YxWPtjtAB7LPOEWb6dhyQT1Q5eEbhKPTIOIbhugn9oC3ax
PPcXIR70ffWOXL5ZKkCFBZCiFUlnVWimJAhwEEWEKAAYFALTH454ACgkQw0O2geMbWjxM7HRAA
j5HZWK/R/pUw003VOtx7£+ICI+1£3TcUSulpggZzLRSFNNOHiuDOdF1cmhBeGXKCSOSFjhoMy
500LuExgQdiou2hwJ07495VmLXfFSwBrZjCLpj63YIwNmvBY£22zmjGgE7QQjUW/3kGE9IKML
uePi9xAdIDs9VNbPK6sx8ayH8FgjIG3edno9P64mCynrsd64 tUAVeEKN1OMn7ryMS+a/XWTR
Wcky5AR6vOo+kfwRdsXVKALV5BY4HGt joCIPXPsiInCPMzwAUJSzj£3MO5cZFzqn1M3cHIT1E
uidy+022iFLVrwuxAH5Rw87Qdedrtw6quNJdpjjaTF/eTdRC4aUH3A1 jwzekOWFSTiHmesLP
220SzL1CWkyPKEX500xXXiJZ2ddaI9sRAJgj412sS0gnSclSIPVCaZowDg8s21zifaR3w/5£1
Cldxs1JChrzR/GNxfyOSFrL2x4wCmXZCLGx00s9QjCc720a/zbNJkdVcuvTwsmé XAEofMcra
qTTPARYNeD4rPAWNJIzHjp+jNggnw4vGP INXhLCO4EXMfC7hHV+Qt0E6zxad/NsbR1pzziLo4
POVWXt53cUTC+vgtkt5gDAPF 1W8+7GsoDaTKDWVGY 7nDof j6rp3zaBLPGA49/Wudgdd404RB
1CH6SprtTp8PxDGa5MR4RalunXaNKQLy60qJAjOEEWEKACCFALS1hQYCGWMFCQHhMAAFCWKT
BWMFFQOJCASFFgIDAQACHgECF4AACgkQ4coYaECLUtXUqg//£L30D12rGVLrNrwbBb8%C/Ds
/DcGOCWAQSNQ++F+31ulAG8VCc2GBd2stcL37SR6Q/ Xyywh+IWrbz3BwoeBn9IOSXNRYNMIVSwW
wIWG]jp52VzVIuH/RGgbbMguPwlEys4Woz0£fMxQCe9Q02HYsXxjCInC+2z8gUP8eoWluuhskLsS
qY/S4IF7CALTc5D1£GZ5KF3+uhQbKferCnjFW5Q9IRUBIhVZRWTIWS JEWSWKkhVAUT1DzagC2I
sgdNWAJsPGiFPP+Pr59/A0jgBs6+ChtY5+YMdmx03wjcry8Buz7xnDSnwy/A7BAdSGOAfKwy
04/NLoybRT9skyZhUU/wDSHQDGQGOUvyOUyXLH1sOW4b2kEimHAT/JbYRYbNkpCv5t1jo0gp
BSB/6eaGh37uv2gGGiOcEmMCU+u7gAiok7snVbz9r1918wuhFMj7h970Re71Pr6hGMAEIiRFLC
ktei3WIOo5ha5p/QiBxIm9wIufR4BnFPu7DEGV1kjrqAtHV1vhIG482XQpl+fzkLzYITv/VB
QglRaENx3/qftYrhQWglHnjITgxJIs74nEN1igKOrJIKa9DZiguNWBT9J384+ym7Xz8yx4TXnh

finding two keys with the same fingerprint

fingerpr

1IN

{s are

key Identifiers

/£23VMYQrLd5IGCg/M3£xVjudccOKVXURKP5BUlw1lQhpgUs 9qy 7RFxtvAOPn8CIGepvwqPF+
VW1LrhaIIceJAKQEEQEKAC4FALlS25n8nGmdpdDovL2dpdGhlYi5jb20vaWwsmaWspdHkwL3B1
YmtleXMuz210AAOJEBMY76xfu9vOJY0P/31kelPnZAou9dxViG5DUIpIzpnNkfvR49PXX7T2K
UnsiGlmlMxyUFCmvwgc6+q592ztHIméHTUg4F00Hsq/uzpZRIRbr jhddMehUWKn3Rn68e0kN
CFMryDHVWJ+SkUSgDN5WkxpgDk0t 1M£D49 JELrdLGcearOrbnX0cWN64MOIg3AiX 7t /Xthb
BiVdw24D1FLPZbcPCVKUXdAlybPXjsGACVNi9WXHhQE8pFAMEG7i0P£728989TdGLw58La8D
G114JytmvuyfJQWH/1i9Q0GaggqPIApmcU9AIN3zh+AHhDaUQRenUzme7d5dA4gXPaklUadX03
0TxW6yPed5E3Ebis+bBRAMxZ74NaMa8tWX/ACY62rgqgCBywlyRERINNNy4aS6D/MLBIRbLLt
91CoUxz/yKoekz1sX6SOEKVTps4qrgqgxMDX0TzMsEg129]j/m21ijv4p0EB8qdX5A+KMOMiFp
EOAL9hVwOBZtXv31SJyGvLI5qYuf8wFfjO50VhTSQoTfuaWtVKiBsNLYMIxXYKenZ0vpgJtNC
9x77/qunglo6WggbfnUGFVtBWkGCcDMGbb5bv3INS8KAV1 jCVr jaSeNnoKdfduW6 VY zC2QHWH
AiRji429l72%412XuR8Kwl2pGOVAHTMELli4tjIf7aRv1IWvalyksmlvoARO6Q/76qU/kIuQIN
BFS1hQYBEADWMIT7AV7xg951mxK4n6dA470MUvp34HRYIMXBLEO+BIEOjOKGOBCck5UE4Lfu+
K5HUZacW4tyei9YUFstSOPgtDhjiuShnlM2J3+YnRU+/W6bIWh91W1aTHRGGLLGX2+d+V1bF
/fES66bT1GZREHexYUbDYbIEEbg7S0hmYVM9 0qwéwywIscyQf jgcb0VUTg9vs sOGRcOAXg07
472s6LsHrNLbeP104dzDgz8WnP/H4U1900aJY3s96WCx7JeIwoolQ9vK28SHiWkfgqIrPIa/2M
JWIXWGMtpDOvz44yKIWmI /% 1dNATZ8TUGFXBMGy r4vVexXcHm8IJs jI5nzGexleekml TrrXF
9HPS0zKK20tZnmxyHkWhKKI4jgWdYg6EJc/dcgmA2+jhXzi041d+toWdv/G6pEjINM3KwedQ
TSKseMGOVLUXxJmnvXCcqz6G1lBI8Fr6bVzTx3ThdwudAuy07fRALItLicylhXFzkDRYao2d4
k6PVTBOZQW7JHOhnmm/YuDDxSpFJ0g1U/h31U/toXTmaOWRGDE132Ycmwu7p+aW6xpx/geCw
cd2DH/dVC3GymNzUkbIFBrru26Nicj6NSkiaMPBrYWJDVzprU/PS4nFbPc7kTW5EOCLLgaTR
tFah7FRU+290268CGyEpzbrs1adpnV1WK1GTUP j fHVUMEWARAQABiQI1BBgBCgAPBQIUPYUG
AhsMBQkB4TOAAAOJEOHKGGhAi1LVrQgQAIes3bgkdbarWlShfBgLTISAPcERQhpHt/7zH+LN
0ebFGPNunbtsRcmubiJO2HIG8ht/pgUWittYaWMncf6dn3dbQ2sEJicYnkoiVuCdTfuUYBb6
Jmoy jHPZFE06PO£ 75UTDskQ0 IXWUQAVXJOTiEZaW1K1G/QUKr iNDEC3Y2H3AErKIGjZ011SY
RSrG+QJ701Q02YCHI9KM49XPxjtD3FfiyYMD5q]3xSTnBMj 6 fPWvz8CKuWGrajedz72Hx3 L
52M1m7nzHKDJaJS9INzk09W+vGa79UTKkmkiCZWBt10zT+A5aPvwN3fXUm64SuAt2tssGIcA3s
yXScG3sqz+39/KozXsX3accKMOMAQKHMVNrnwLOMC1lhwbYt+L5H0r j5COQURULOr9H1188/8
WGMXghVuYWuxmTj 7N+5br45X+42Yyif70M2h4pnRI£5BnB519PV3M17yXK5wVboiPngIzQYT
ANgsy7iAnca3uwAwhcbMhsyKtXmdJgp3LRCcjSHIZ2PILIXTrv3S3tUtYdy020YL6XwuGZ IMX
bv5yjbGIpWodQ7ewvTpr1dWB8pdgBTWtPq/cwMOyORG+Cuu75kHZG1Dxx+4rKTmol8zoiWED
JEORF1QBGhRT17Lj 7kwWLAsMapnHZLNO3Q3j £szPH7BhpXezIuQRu0g0iVwMIPKZvLDdjuQIN
BFS1iPgBEACJjR2jyaf6Fvmak8h6BYeA/2EYmYPDts1d55DDE/SEWViwhVpZrt16mP7qO+X9r
1TOIQDGMNTCbzTXLCxbk6wv6BSsoNd9+£fLF/5n3Xr jW/TSBg5sx1x1rsrR6HbkORCbOGXFBR
svplQoFn3Yg7PNHAYinKisfxo/6Df0i4AXtn+ioGSXmI66wm5vUOIgH+0OMDSUP764741nXh
atzGNRsr90sE7+0SOSR5nCqI1B1PdBQ6zMbPAOJU7TMOTR6N4XAX10Ls /YnGbJIDANa4oDUTS
5gx00356WIKMg5 9RVCAEhG+3gCJT0g63Y97a4AdVS+RP2s5RCNOIHG60y88AauUVKEiUCLITVR
c/OrbjnaepilRL >/ J1EXMLTB5 £JACYX/PQCADO/ 1t ZFR1FnOSu3wB6BhgqERTM3
VYgP2LXEOPGHKECYaYLPT+5R3+Ha+1jnOgqOWmYGHNJIQa7cb1CK4t /RSasHa/80P7uMoAsSri2
XN04egOoor 0WRMOVBNNr89HXAbAGQWKp1gPYtX96Y6h1Uh3m68Pm2vn3vp4Mmuyq5x4jIGpI4
05C3LOPPbWz/ddG5pTGCIUP5I0B3K6Rj+6 IQ4DT2HE5LOSXngnWKRCABa0BAC2FSY£1YgTW8
awWw9opsoN50UHEO2bpe7Jz2+Q/cwh30Xp7VLQi5s4WN1QARAQABiQREBBGBCgAPBQJIUpPY j4
AhsCBQkB4TOAAikJEOHKGGhA1LVwV0gBBkBCgAGBQJIUPY j4AACJENT10YGYDI3yjd4P/1vVC
6R7VQrECcGALm7ecPzm418nH102gpiLGgIDtNPIFGSLgHbNLr59nR1jZg3yql/mBgEOhuliux
w8BN6yQ8uxMpaDW+£v4 18HDtippJ2HARe3sGLx1gGDKI 9wwX3ABZZRSdupp3QJmUo4 INMbVH
vvJ4Rx/VaYwrlsdgadn5ckLXcTQP7iFfP4JP13bepMoIO0IfajO0U4RHSIWZgSG+k8NIBTYYp
07zPvMb7WALEfMXJ0XY/XUoaqUXB89oUmAoB+ha7uaVSH3N3JMTcejThwZAUUOIWOIMLID7pR
Okyaol3QQiL4GE4XICbIpFWuDH1FSMMACVUXHYMEJgZVcuQJiuW9Se5cuvepgqvqUMR2m5KgR
n0sb4E5QHtexhiBhJ6mTxxB5suB2EHu+£2zVn/I¥1rU1j90LMEpDr5vQz0Mdp7aBhMoVVPQML
WzGWOmHbBhvwex j9gTPZgKtMPHBIwe 1H3Z2JApFWgif1dm920iv8RIsIftX9uuyY 7kwhHX/VrD
Yi8bI52unUKaGbZWA+91laxaPuLN89ix+dzVMVgs95I5DF4M61KITcsENh/VKpjdvNGYwvveU
2zLAU/ZH51/gepw6iYhJYjvF70cAQpLCZCWGPtH1I5rviQ9v2v6en7XxBsRibgrRKnG22wzpR0
Xb6q10VzZDKAEV2LRQZC21P8£fhDEr09pJghgP/RL2hAy060QGVFCS6VP86T70NNqzuf JEIfP+
MRMjrozydzv4kM3kSI8NPeylRqeT4boSECA7xi7I12KakIUSCMZBCBKZiEZj6M2ubOdm+BEZ
5r91v800U360rSqiu02BDCImVYKny+a6E5XpmsBnUK2AhypLDwWKsSaeJh3F8 1pNMD1i6HPOH
4bmFoA/votZHnHe2GKhOTHEgGmMbVONMR9B1k441SbPad2bj0sIwH]jxj4BV0OcchBDWISTsnUXK
hHNmV7DgqrWrka/6Ss7walwI+HVOBE1SmX6TyGIp80Ms4vgZGFzk4pn3N0OYy4zhUUWal7 j+t
44£x9nmAkObWSZyUuyqSd+tktQ06BUThmIP6YnJ0y/CyrYEY24Jh/NdVo6MNvZgNLeggc4CQ
04Pc5+nKZPCXilCH+TDwt fCdgadGvAmo0xJuBd91sF3eUydKIadGAT61YE0z4UNbOEOMCRAM
wygKpN9dcGwLsGX2mtNzW3XMiXBjFMkng2BMAwWg1GRV39uNHKikanvSTKzPP70STq1NFFuHP
oaaghnQHmMC+pzQX1VE6NEZfcjGae+h2RvK7JizP2w6Ueln9ghabgM2ygAmLFEs00I5vIsh5U
Cc5MB8LM3YqqEKwMh1Pxh2QGfgM5rPKg69I0pwgeqDolGLw6iRVGZgCyAXRXb]jjOk69InSOv2sN
=WfbU

OF1D 8FAl
929F FO077

— 7458 1191

E1CA 1868
408B 52D5

Is extremely difficult



two reasons (o
trust a key

1: A public declaration of ownership

Privacyinternational keybase.io/

@privacyint

Committed to fighting for the right to Q* 1868
privacy across the world. W corcra

Info@privacy.org PGP: 1F23 97A9 CDS8E
91EF 06A1 OF94 5E1F 166E C067 3D7D ) corcra

-
'{A}Q sarah jeong
& lao,

PGP public key here: keybase.io/sarahjeong
/key...

Fingerprint: 09EO D1A7 5A67 57B9 B8DS8
5485 7484 3790 352F 2B60

Email: sarahjeong@riseup.net

52D5

glenn.greenwald @theintercept.com

SecureDrop

PGP Public Key and
Fingerprint

734A 3680 A438 DD45 AF6F 5B99
A4A9 28C7 69CD 6E44

Glenn Greenwald Public Key




two reasons (o
trust a key

2: Confirmation from a trusted third party

arrows denote trust

PGP enables building a web of trust



example: finding the right key

Glenn Greenwald -

@ggreenwald

Journalist with @The_Intercept - author,
No Place to Hide - dog/animal fanatic -

email/PGP public key (firstlook.org \
Account / User ID

Found Keys - Select to Import

“ SecureDrop

/theintercept/s...)
Glenn Greenwald <Glenn.Greenwald @riseup.net>
» Glenn Greenwald <Glenn.Greenwald @riseup.net>
Glenn Greenwald <Glenn.Greenwald @riseup.net>
» Glenn Greenwald <glenn.greenwald@riseup.net>
Glenn Greenwald <glenn.greenwald @riseup.net>
» Glenn Greenwald <glenn.greenwald@riseup.net>

Glenn Greenwald <glenn.greenwald @theintercept.com>

Qooooodn:

Glenn Greenwald <glenn@silent1.net>

cUTO 10U =7  UODLCOOT OU

2015-01-06
2013-11-06
2014-01-19
2013-11-01

2013-10-19
2014-05-22
2013-07-23

glenn.greenwald @theintercept.com

PGP Public Key and
Fingerprint

734A 3680 A438 DD45 AF6F 5B99
A4A9 28C7 69CD 6E44

Glenn Greenwald Public Key

69CD6E44
198D40E5
F48D6144
58E6E873
EB3B0427
54A5D9A0
CC604FF1



example: finding the right key

0 Enigmail Key Management N
Seart glenn.greenwald @theintercept.com
Primary User ID  Glenn Greenwald <Glenn.Greenwald@theintercept.com>
‘N KeyID Ox69CDEE44 T SecureDrop
g Type public key
Key validity unknown PC“ P Pu b.l ic Key and
Owner trust unknown Fl ngerprl nt
Fingerprint 734A 3680 A438 DD45 AF6F 5B99 A4A9 28C7 69CD 6E44 734A 3680 A438 DD45 AF6F 5B99
Additional User ID Valid A4A9 28C7 69CD 6E44
Glenn Greenwald <Glenn.Greenwald @riseup.net> unknown
Glenn Greenwald <GlennGreenwald @firstlook.org> unknown Glenn Greenwald Public Key
Glenn Greenwald <Glenn.Greenwald @firstlook.org> unknown
Key Part ID Algorithm Size Created Expiry Usage
primar... Ox69CD6E44 RSA 4096 1/6/15 1/5/19 Sign, Certify, Authentication
subkey Ox42F37B85 RSA 4096 1/6/15 1/5/19 Encrypt

Select action ... |




authenticity

( confirming the identity of
the purported sender)

&
Integrity

( ensuring the message was
not altered In transit)




signing @ message

% My private key is
4 to me

private key l

v
@

Na

A message
encrypted with my
private key was

encrypted



signing @ message

To prove a
message was
encrypted with my

private key...
Na
Decrypt it with my
key!

(public key cryptography is cool like that)



checking integrity

Hey, L
owe you
S50
Hey, L
owe you
S50




checking integrity

Hey,

Hey,

I owe you I owe you

$100

without my
private key,
this cannot be
meaningfully
modified

I owe you
S50




checking integrity

Hey,

Hey,

I owe you
S100

I owe you
S100

c/}e/)/z(m/b

c/}e/)/z(m/'e

trying to

N /8
Change the dslfkjsdlfijw3
Ciphertext Lrzh brae 49.255151;2? :
, wjdOx 3
resultsin] @ skjsdlrj3odu
rs : J S . s
ga rbage Yo, MA(/?.//] f1j£1ds£32309

1u2309esdkj23
8df1k23413k27

ods9fudslj23n



sighing with encryption

Al

Hey,

I owe you
$50

eeUTrSboR2Pd
vEbswzxNscsD
BesXvOI3r3EV
ZRqLrFp85ZYk
jVYXtNH1PdRk
gwOguK4wjdc8

I owe you

................. VoNevCwAnejZ
# yECqQIUfW9nkr

hAFZN5uhAqJw

h kkbRVr fnmJGZ

SqZqqkzboebx
qw8v1UF7drmv

gM5Q0dQVAXEHYr

e ncrypt W|th t5CRPLjxDVZh

503eP5pCDh9J
TH EI R U43pEK84LV09
gljwMk7M6KAt

sign with MY private key



overview of key usage

private B‘uﬂf
decrypt a message encrypt a message
' encrypted with the that can be decrypted
enc:ryptlon corresponding by the corresponding
public key private key

: verify ownership of a
assert ownership/ : .
- message sighed

authentication authorship of a .
_ _ by the corresponding
(+ free integrity check) message orivate key




overview of key usage

private public

o P

encryption | use my private key | use their public key

authentication | use my private key | use their public key
(+ free integrity check)



PGP gives us

g Aauthenticity

confidentiality _ .
Integrity

)\

y . 4




( now we understand its awesomeness )

getting & using PGP



+ ENIGMAIL
Thunderbird
Apple Mail -

1 Bz Outlook

many options :)

-
GPGTools GPG\\MIN

(https://en.wikipedia.org/wiki/Comparison_of_email_clients#General_features)



Mozilla :
Thunderbird

T+ ENIGMAIL

Step 0: Get GNU Privacy Guard

(also known as GPG)

oS Where Description

O Windows Gpgdwin Installers for GnuPG stable
G G download sig Simple installer for GhuPG modern
3 n u P download sig Simple installer for GnuPG classic
0OS X Mac GPG Installer from the gpgtools project
Th |S Ste p |S GnuPG for OS X Installer for GnuPG modern
Debian Debian site GnuPG stable and classic are part of Debian

platform-specific...

https://www.gnhupg.org/download/



https://www.gnupg.org/download/

Mozilla
Thunderbird

T+ ENIGMAIL

¢ If you have any problems, please check the FAD

Open Link in New Tab
D OW n lo a d e Some users may want to check the OpenP! e T L e e

e And don'’t forget to check the Help Page for  Open Link in New Private Window

E n i a i l  For Thunderbird & SeaMonkey Beta, Earlyt g, xkmark This Link I
g m
- Copy Link Location |

. . Search DuckDuckGo for “Enigmail 1.8.2"
What is your operating system?  Mac 0S X

Inspect Element
What email client do you use? Thunderbird 31 S! NoScript S

~ Adblock Plus: Block image...
Download Enigmai 1.8.2  (changeiog)

Download the OpenPGP signature

https://www.enigmail.net/download/


https://www.enigmail.net/download/

Mozilla -
Thunderbirc

T+ ENIGMAIL

Step 1.5: Add Enigmail to Thunderbird

Window Help

‘ Fil
Add-ons

Activity Manager

Chat status

Join Chat... | Q Search all add-ons

| Check for Updates
Message Filters
Riin Filtare nn Enldar \,iew Recent Updates

Install Add-on From File...

v Update Add-ons Automatically
Reset All Add-ons to Update Automatically




Mozilla
Thunderbird

+ ENIGMAIL

Step 2: Create a key pair using Enigmail

byl Tools Window Help
Decrypt/Verify

Generate

New Key Pair

Automatically Decrypt/Verify Messages Revocation Certificate

Clear Saved Passphrase
Reload Message
Sender's Key

Key Management
Manage SmartCard ...
Edit Per-Recipient Rules

private key

Preferences
Help
Debuaging Options [



Mozilla
Thunderbird

+ ENIGMAIL

Step 2: Create a key pair using Enigmail

00 Generate OpenPGP Key

a hohnsense sentence
i S dad g 00 d pa SS p h rase Account / User ID  Stephanie Hyland <steph.hyland@gmail.com> - steph.hyland@gmail.com

_/ Use generated key for the selected identity

No passphrase

Passphrase Passphrase (repeat)

nho comment
required

Comment

Advanced...

|1 year is a good
expiration time

Key expiresin 1 years T Key does not expire



ot S )+ ENIGMAIL

Thunderbird

Step 3: Import someone else’s public key.
(warning: make sure it's the right key!)

Generate
Refres octed Public Keys 38R

Search for Keys

LJDIOE I

Search for key  hyland

Keyserver pool.sks-keyservers.net

Refresh All Public Keys
Find keys for all contacts

Cancel  (OKI

L] Shadow <james_hyland @hotmail.com> 1999-11-13 E6B3ABU6
Stephanie Hyland <steph.hyland @gmail.com> 2015-01-01 408B52D5

M Qtanhan .| Huland «chuland@ cnmniitar-lanwver rnms 1Q0R.11.1R  FFRA4A7FF



Mozilla
Thunderbird

St 4 00 Write: WARNING! Subject lines are NOT ENCRYPTED
ep . ¥ Send « Speling |~ O Atach |+ £ SMIME |~ § Save |~

S e n d a n Enigmail: | 1= | o Attach My Public Key This message will be signed and encrypted

From: Stephanie Hyland <steph.hyland@gmail.com> steph.hyland @gmail.com

e n C ryp t e d To:  steph.hyland @gmail.com
emaill.

Subject:§} WARNING! Subject lines are NOT ENCRYPTED

Hi me,

encrypted emails Sending encrypted email isn't so hard!
are always =S
signhed




Mozilla |
Thunderbirc

Bonus:

Send an
unencrypted,
sighed email.

T+ ENIGMAIL

00 Write: An unencrypted, but signed email
WiSend Speling |~ O Aftach |~ @ SMME [~ § Save [+

Py - —

Enigmail: B @ Attach My Public Key This message will be signed

From: Stephanie Hyland <steph.hyland@gmail.com> steph.hyland @gmail.com v
To: steph.hyland@gmail.com

Subject: An unencrypted, but signed email

Hi me,

This message isn't confidential,
but it has authenticity and integrity!

- |




Mozilla -
Thunderbirc

T+ ENIGMAIL

Step 5: Decrypt an email.

Enigmail
Decrypt/Verify

Clear Saved Passphrase

RDalnaAd NMaceana

I'm using GPGTools

Tools Window Help

Automatically Decrypt/Verify Messages

=

Pinentry Mac

Please enter the passphrase to unlock the secret key for the OpenPGP

certificate:

"Stephanie Hyland <steph.hyland@gmail.com>*

4096-bit RSA key, ID 0x71E2DB67AA13DC2E,

created 2015-01-01 (main key ID OxE1CA1868408B52D5).

Passphrase

~ Show typing = Save in Keychain Cancel “




In summary...

do you PGP?

Yes!

@corcra
Stephanie Hyland
4/27/15, CryptoHarlem



